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Chapter 1. Quick Start Guide

A quick guide through the first steps of installing and configuring up your very own phpBB 3.1

forum.

1. Requirements

phpBB has afew requirements which must be met before you are able to install and use

it. In this section, these requirements are explained.

* A webserver or web hosting account running on any major Operating System with

support for PHP

* A SQL database system, one of:

MySQL 3.23 or above (MySQL.i supported)

MariaDB 5.1 or above

MS SQL Server 2000 or above (via ODBC)

MS SQL Server 2005 or above (viathe native adapter, SQLSRV)
Oracle

PostgreSQL 8.3+

SQLite 2

SQLite 3

e PHP>=5.3.3, PHP < 7.0-dev

* getimagesize() function enabled

» Thefollowing PHP modules are required:

* json

» The following PHP modules are optional, but will provide access to additional

Corresponding PHP module for the database system you intend to use

features.

zlib Compression support

Remote FTP support
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e XML support
* Imagemagick support
* GD support

The presence of each of these required features will be checked during the installation
process, explained in Section 2, “Installation”.

2. Installation

phpBB 3.1 Ascraeus has an easy to use installation system that will guide you through
the installation process.

After you have decompressed the phpBB3 archive and uploaded the files to the location
where you want it to be installed, you need to enter the URL into your browser to open
the installation screen. The first time you point your browser to the URL (http://
wwwv. exanpl e. com phpBB3 for instance), phpBB will detect that it is not yet
installed and automatically redirect you to the installation screen.

Figure 1.1. Introduction

D Introduction - Mozilla Firefox

File Edit Mjew  History  Bookmarks  Tools  Help

Q:: - - I,;(_?'j ﬁ hitkp: f fvava, excample, comphpBB3/ installfinde:x. php
_,.{ - - _,.r" 1-\_»-/'\-\_»-‘{
OVERVIEW IHSTALL COHNVERT
! Introduction |ntdeuctiDn
License Welcome to our public beta of the n
Support for advanced users to try out on de

L T R Lt Pl A= e - -

The introduction page of the installation system.

I mportant

Make surethe .htaccessfileintheroot level of the phpBB3 folder isincluded
in the upload.
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2.1. Introduction

The installation screen gives you a short introduction into phpBB. It allows you to
read the license phpBB 3.1 is released under (the General Public License) and provides
information about how you can receive support. To start theinstallation, click the Install
tab (see Figure 1.1, “Introduction”).

2.2. Requirements

| mportant

Please read the section on phpBB3's requirements to find out more about the
phpBB 3.1's minimum requirements.

The requirements list is the first page you will see after starting the installation. phpBB
3.1 automatically checks if everything that it needs to run properly is installed on your
server. In order to continue the installation, you will need to have PHP installed (the
minimum version number is shown on the requirements page), and at |east one database
available to continue the installation. It is also important that all shown folders are
available and have the correct permissions set. Please see the description of each section
tofind out if they are optional or required for phpBB 3.1 to run. If everything isin order,
you can continue the installation by clicking the Start Install button.

2.3. Database settings

You now have to decide which database to use. See the Requirements section for
information on which databases are supported. If you do not know your database settings,
please contact your hosting company and ask for them. Y ou will not be able to continue
without them. Y ou need:

The Database Type - the database you will be using (e.g. MySQL, SQL server, Oracle)
» The Database server hosthame or DSN - the address of the database server.

» The Database server port - the port of the database server (most of the time thisis
not needed).

* The Database name- the name of the database on the server.

» The Database username and Database password - thelogin datato accessthe database.
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Tip

PostgreSQL Users: Use localhost to connect to the local server via UNIX
domain socket and 127.0.0.1 to connect via TCP.

SQLite Users: Enter the full path (absolute) to your database file in the
DSN field and leave the username and password fields blank. For security
reasons, you should make sure that the databasefileis not stored in alocation
accessible from the web.

Figure 1.2. Database settings

Database Configuration

Database type: MySQL with MySQLI Extension
Database server hostname or DSN: lacalhost
DEM stands for Data Source Mame and is relevant ond)
for QDBC installs
Database server port:
Leave this bignk unless pou know the server operates

5 NoN=-5tsnhoar ,l'_,l-. s
Database name: joesforum
Database username: joebloggs
Database password: e
Prefix for tables in database: phpbb_

Proceed to next step

The database settings screen, please make sure to have al the required data available

You don't need to change the Prefix for tables in database setting, unless you plan on
using multiple phpBB installations on one database. In this case you can use a different
prefix for each installation to make it work.

After you have entered your details, you can continue by clicking the Proceed to next
step button. Now, phpBB 3.1 will test and verify the data you entered.

If you see a"Could not connect to the database” error, this means that you didn't enter
the database data correctly and it is not possible for phpBB to connect. Make sure that
everything you entered is in order and try again. Again, if you are unsure about your
database settings, please contact your host.
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Tip

Remember that your database username and password are case sensitive.
Y ou must use the exact one you have set up or been given by your host

If you installed another version of phpBB before on the same database with the same
prefix, phpBB will inform you and you just need to enter a different database prefix.

If you see the Successful Connection message, you can continue to the next step.

2.4. Administrator details

Now you have to create your administration user. Thisuser will have full administration
accessand hewill bethefirst user onyour forum. All fieldson thispage arerequired. Y ou
can also set the default language of your forum on this page. In avanilla (basic) phpBB
3.1linstallation we only include English [GB]. Y ou can download further languages from
www.phpbb.com, and add them later.

2.5. Configuration file

Inthisstep, phpBB will automatically try to writethe configuration file. The forum needs
the configuration to run properly. It contains al of the database settings, so without it,
phpBB will not be able to access the database.

Usually, automatically writing the configuration fileworksfine. But in some casesit can
fail due to wrong file permissions, for instance. In this case, you need to upload the file
manually. phpBB asks you to download the config.php file and tells you what to do with
it. Please read the instructions carefully. After you have uploaded the file, click Done to
get to the last step. If Done returns you to the same page as before, and does not return
a success message, you did not upload the file correctly.

2.6. Advanced settings

The Advanced settings allow you to set some parameters of the board configuration.
They are optional, and you can always change them later if you wish. So if you are
unsure of what these settings mean, ignore them and proceed to the final step to finish
the installation.

If the installation was successful, you can now use the Login button to visit
the Administration Control Panel. Congratulations, you have installed phpBB 3.1
successfully. But thereis still alot of work ahead!

If you are unable to get phpBB 3.1 installed even after reading this guide, please look at
the support section to find out where you can ask for further assistance.
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At this point if you are upgrading from phpBB 2.0 or phpBB 3.0, you should refer to
the upgrade guide for further information. If not, you should remove theinstall directory
from your server as you will only be able to access the Administration Control Panel
whilst it is present.

3. General settings

In this section you will learn how to change some of the basi ¢ settings of your new board.

Right after theinstallation you will be redirected to the so called " Administration Control
Panel" (ACP). You can also access this panel by clicking the [Administration Control
Panel] link at the bottom of your forum. In this interface you can change everything
about your board.

3.1. Board Settings

Thefirst section of the ACP you will probably want to visit right after theinstallation is
"Board Settings'. Here you can first of all change the name (Site name) and description
(Site description) of your board.

Figure 1.3. Board Settings

Board settings

Here you can determine the basic operation of your board, give it 2 fitting name and description

zattings adjust the default values for timezone and language,
Board Settings
Site name: ¥ OUrdomain.com

Site description: A _Ittle_ rext to describe vour Forum

Here you can edit the Site name and Site description of your board.

This form also holds the options for changing things like the main site URL as well as
the date format used to render dates/times (Date format).

Thereyou can aso select anew style (after having installed it) for your board and enforce
it on all membersignoring whatever style they've selected in their "User Control Panel”.
The style will also be used for al forums where you haven't specified a different one.
For details on where to get new styles and how to install them, please visit the styles
home page at phpbb.com.

If you want to use your board for a non-English community, this form also lets you
change the default language (Default Language) (which can be overridden by each user
intheir UCPs). By default, phpBB3 only shipswith the English language pack. So, before
using thisfield, you will have to download the language pack for the language you want
to use and install it. For details, please read Language packs .
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3.2. Board Features

If you want to enable or disable some of the basic features of your board, this is the
place to go. Here you can alow and disallow for example username changes (Allow
Username changes) or the creation of attachments (Allow Attachments). Y ou can even
disable BBCode altogether (Allow BBCode).

Figure 1.4. Board Features

Board features

Here you can enablefdisable several board features

Board Features

Private messaging: ® ves O Mo
Enable or disable private messaging for all users,

Allow topic watching: ® ves O Mo
Allnw farnm watrhinn: {;} es {j‘ Mo

Enabling and disabling basic features with just 2 clicks

If disabling BBCode completely is a bit too harsh for your taste, but you don't want
your users to abuse the signature field for tons of images? Simply set Allow use of IMG
BBCode Tag in user signatures to "No". If you want to be a little bit more specific on
what you want to allow and disallow in users signatures, have alook at the "Signature
Settings' form.

The "Board Features' form offers you a great way to control the features in an all-or-
nothing way. If you want to get into the details on each feature, there is for everything
also a separated form which let's you specify everything from the maximum number of
characters allowed in apost (Max characters per post in "Post Settings') to how large a
user's avatar can be (Maximum Avatar Dimensionsin "Avatar Settings').

I mportant

If you disable features, these will also be unavailable to users who would
normally have them according to their respective permissions. For detailson
the permissions system, please read Section 5, “ Setting permissions’ or the
in-depth quide in the Administrator Guide.

4. Creating and setting up forums

Forums are the sections where topics are stored. Without forums, your users would have
nowhere to post! Creating forumsis very easy.
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Firstly, make sure you are logged in. Find the [ Administration Control Panel ] link at
the bottom of the page, and click it. Y ou should be in the Administration Index. Y ou can
administer your board here.

There aretabs at the top for the Administration Control Panel that will guide you to each
category. Y ou must get to the Forum Administration section to create a forum, so click
the Forums tab.

The Forum Administration Index is where you can manage forums on your site. Along
with being able to create forums, you are also able to create subforums. Subforums are
forums that are located in a parent forum in a hierachy. For more information about
subforums, see the administration guide on subforums.

Find the Create new forum button on the right side of the page. Type in the name of the
forum you wish in the textbox located directly to the left of this button. For example, if
the forum name was to be Test, in the text box put Test. Once you are done, click the
Create new forum button create the forum.

Y ou should see a page headed with the text " Create new forum :: Test". Y ou can change
options for your forum; for example you can set what forum image the forum can usg, if
it's a category, or what forum rules text will belong to the forum. Y ou should type up a
brief description for the forum as users will be able to figure out what the forum isfor.

Figure 1.5. Creating a new forum

GENERAL FORUME POSTING USERS AND GROUPS PERMISSIONS CUSTOMISE MAINTENANCE SYSTEM

Create new forum

he form below will allow you to customise this forum. Please note that moderation and ¢
forurn permissions for aach USEr OF ESEROre

FORm settngs

Forum type: Foram v

FAIHLIPA IR 13 1 HOH S5 TONS Parent forum: Mo parent - |

Here you can choose the name and the description of your a new forum.

The default settings are usually good enough to get your new forum up and running;
however, you may change them to suit your needs. But there are three key forum settings
that you should pay attention to. The Parent Forum setting allows you to choose which
forum your new forum will belong to. Be careful to what level you want your forum
to be in. (The Parent Forum setting is important when creating subforums. For more
information on subforums, continue reading to the section on creating subforums) The
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"Copy Permissions" setting allows you to copy the permissions from an existing forum
to your new forum. Use thisif you want to keep permissions constant. The forum style
setting allows you to set which style your new forum will display. Y our new forum can
show a different style to another. For more information on each forum setting, see the
Section 3, “Forum Admin”

Once you're done configuring the settings of your new forum, scroll to the bottom of
the page and click the Submit button to create your forum and it's settings. If your new
forum was created successfully, the screen will show you a success message.

If you wish to set permissions for the forum (or if you do not click on anything), you
will see the forum permissions screen. If you do not want to (and want to use the default
permissions for your new forum), click on the Back to previous page link. Otherwise,
continue and set each setting to what you wish. Once you are done, click the Apply
all Permissions button at the bottom of the page. You will see the successful forum
permissions updated screen if it worked.

| mportant
If you do not set any permissions on this forum it will not be accessible to
anyone (including yourself).

Y ou have successfully updated your forum permissions and set up your new forum. To

create more forums, follow this general procedure again.

For more information on setting permissions, see Section 5, “ Setting permissions”

5. Setting permissions

After you created your first forum, you have to decide who has accessto it and what your
users are alowed to do and what not. Thisiswhat Permissionsare for. Y ou can disallow
guests to post or hand out moderating powers, for instance. Almost every aspect of user
interaction with phpBB3 Ascraeus can be adjusted with permissions.

5.1. Permission types

There are four different types of permissions:
1. User/Group permissions (global) - e.g. disallow changing avatar
2. Administrator permissions (global) - e.g. allow to manage forums

3. Moderator permissions (global or local) - e.g. alow to lock topics or ban users (only
global)




Quick Start Guide

4. Forum permissions (local) - e.g. allow to see aforum or post topics

Each permission type consists of a different set of permissions and can apply either
locally or globally. A global permission typeis set for your whole bulletin board. If you
disallow one of your users to send Private Messages, for instance, you have to do this
with the global user permission. Administrator permission are also global.

Figure 1.6. Global and local per missions

GLOBAL PERMISSIONS

Users’ permissions GI
" obal
Groups’ permissions
> Administrators Permissions

Global moderators

FORUM BASED PERMISSIONS

Forurn permissions

Local
Forurmn rmoderators . .
Users’ forum permissions PermISSIOHS

Groups” forum permissions

Global and local permissions

On the other hand local permissions do only apply to specific forums. So if you disallow
someone to post in one forum, for instance, it will not impact the rest of the board. The
user will still be able to post in any other forum he has the local permission to post.

Y ou can appoint moderators either globally or locally. If you trust some of your users
enough, you can make them Global Moderators. They can moderate all forumsthey have
access to with the permissions you assign to them. Compared to that, local moderators
will only be able to moderate the number of forums you select for them. They can aso
have different moderator permissions for different forums. While they are able to delete
topicsin one forum, they may not be allowed to do it in another. Global moderators will
have the same permissions for al forums.

5.2. Setting forum permissions

To set the permissions for your new forum we need the local Forum Based Permissions.
First you have to decide how you want to set the permissions. If you want to set them
for asingle group or user, you should use the Group or User Forum Permissions. They
will alow you to select one group or user, and then select the forums you want to set
the permissionsfor.

But for this Quick Start Guide we will concentrate on the Forum Permissions. Instead
of selecting a user or group, you select the forums you want to change first. You can

10
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select them either by selecting the forums manually in the top list, or by single forum
and singleforum plus subforums respectively in the lower pull down menus. Submit will
bring you to the next page.

Figure 1.7. Select Groups

Users Groups
Manage Lsers FManage Groups

Administrators

L Remove PEFTNIEEING | Edit permissions L Remove PEITNISEI0NS | | Edit permissians
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Hots

Global moderators

Guests
Hegistered users

Add permissions Add permissions ]

Select Groups or Users to set Forum Permissions

The Forum Permissions page shows you two columns, one for users and one for groups
to select (see Figure 1.7, “Select Groups”). The top lists on both columns labelled as
Manage Users and Manage Groups show users and groups that already have permissions
on at least one of your selected forums set. You can select them and change their
permissions with the Edit Permissions button, or use Remove Permissions to remove
them which leads to them not having permissions set, and therefore not being able to
see the forum or have any access to it (unless they have access to it through another
group). The bottom boxes allow you to add new users or groups, that do not currently
have permissions set on at least one of your selected forums.

To add permissions for groups, select one or more groups either in the Add Groups list
(thisworks similar with users, but if you want to add new users, you haveto typethemin
manually inthe Add Userstext box or usethe Find amember function). Add Permissions
will take you to the permission interface. Each forum you selected is listed, with the
groups or users to change the permissions for below them.

There are two waysto assign permissions: Y ou can set them manually or use predefined
Permission Roles for a ssmpler but less powerful way. You can switch between both
approaches any time you want. You can skip the manual permission introduction and
jump directly into the section on "Permissions Roles’, if you are eager to get everything
running as quickly as possible. But remember that permission roles do only offer asmall
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bit of what the permission system has to offer and we believe that to be agood Ascraeus
administrator, you have to fully grasp permissions.

Both ways only differ in the way you set them. They both share the same interface.

5.3. Manual permissions

Thisisthe most important aspect of permissions. Y ou need to understand thisto properly
work with them. There are three different values that a permission can take:

* YESwill allow a permission setting unlessit is overwritten by a NEVER.
* NO will be disallow a permission setting unlessiit is overwritten by a YES.

* NEVER will completely disalow a permission setting for a user. It cannot be
overwritten by a YES.

The three values are important as it is possible for a user to have more than one set of
permissions for the same setting through multiple groups. If the user is a member of the
default "Registered Users' group and a custom group called "Senior Users' you created
for your most dedicated members, both could have different permissions for seeing a
forum. In this example you want to make aforum called "Good old times' only available
to the "Senior Users' group, but don't want all "Registered Users' to seeit. You will of
course set the Can see forum permission to Yes for "Senior Users'. But do not set the
permission to Never for "Registered Users'. If you do this, "Senior Members' will not
see the forum asthe Never overrides any Y esthey have. Leave the setting at No instead.
Noisaweak Never that a'Y es can override.

Figure 1.8. Manual permissions

Ol rast [ profile ] Mist ] Private messages
2

The permissions and role defined for this iterm will only be applied to this itern and all checked items

[ Apply permissions |

Setting permissions manually

5.4. Permissions roles

phpBB3 Ascraeus ships with anumber of default permission roles, that offer you awide
variety of options for setting permissions. Instead of having to check each radio button
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manually, you can select a predefined role in the Rolepull down list. Each role has a
detailed description, that will pop up when you hover your mouse over it. Submit your
changes with Apply Permissions or Apply All Permissions when you are satisfied with
them. That will set the permissions and you are done.

Figure 1.9. Permission roles
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Setting permissions with roles

But permission roles are not only a quick and easy way to set permissions, they are also
a powerful tool for experienced board administrators to manage permissions on bigger
boards. You can create your own roles and edit existing ones. Roles are dynamic, so
when you edit arole, all groups and users that have the role assigned will automatically
be updated.

5.5. Assign moderators to forums

A quite common use case for permissions and roles are forum moderation. phpBB3
makes assigning users as moderators of forums really ssmple.

Asyou might have already guessed, moderation of specific forumsisalocal setting, so
you can find Forum Moderators in the section for Forum Based Permissions. First of
all, you will have to select the forum (or forums) you want to assign new moderators to.
This form is divided into two sections. In the first one, you can select multiple forums
(select multiple by holding down the CTRL button on your keyboard, or cmd (under
MacOS X)), where the moderator settings you will set in the following form will only
apply to these exact forums. The second area allows you to select only one forum but
your changes will apply not only to this forum but also al its subforums.

After selecting the forums and clicking Submit, you will be greeted by aform you should
already be familiar with from one of the previous sections in this guide: Figure 1.7,

13
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“Select Groups’. Here you can select the users or groups that should receive some kind
of moderation ability over the selected forums. So go ahead: Select some users and/or
groups and press the Set Permissions button.

In the next form you can choose, what moderator permissions the selected users/groups
should receive. First of all, there are some predefined roles from which you can select:

Standard Moderator A Standard M oderator can approve or disapprove, edit and
delete posts, delete or close reports, but not necessarily
change the owner of a post. This kind of moderator can
also issue warnings and view details of a post.

Simple Moderator A Simple Moderator can edit posts and close and delete
reports and can also view post details.

Queue Moderator As a Queue Moderator, you can only approve or
disapprove posts that landed in the moderator queue and
edit posts.

Full Moderator Full Moderators can do everything moderation-related;

they can even ban users.

Figure 1.10. The Forum M oder ator's Permissions

Global Moderator permissions
Global moderators

Rale: {Full Moderater & Advanced FEMMISSIONS
Ho role assigned
Standard Moderator
U] Post actions |simple Moderatar ns

The permissions and role defined for this iterm will cnly be applied to this item and all checked items

| Apply permissions I

Set the moderator's permissions

When you're done ssimply hit Apply all Permissions. All the permissions mentioned here
can also be selected from the right side of the form to give you more granular options.

5.6. Setting global permissions

Loca Permissions are too local for you? Well, then phpBB3 has something to offer for
you, too: Global Permissions:

14
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1. Users Permissions

2. Groups Permissions
3. Administrators

4. Globa Moderators

In"User Permissions' and " Group Permissions’ you can allow and disallow featureslike
attachments, signatures and avatars for specific users and user groups. Note that some of
these settings only matter if the respectivefeatureisenabled in the "Board Features' (see
Section 3.2, “Board Features’ for details).

Under "Administrators’ you can give users or groups administrator privileges like the
ability to manage forums or change user permissions. For details on these settings please
read the Section 7, “ Permissions”.

The "Global Moderators' form offers you the same settings as the forum specific form
(described in Section 5.5, “Assign moderators to forums”) but applies to al forums on
your board.

6. Obtaining support

The phpBB Team provides many optionsfor usersto find support for their phpBB install.
In addition to this very documentation, the support forum on www.phpbb.com has many
answers that users like you are searching for. Therefore, we highly recommend the use
of the search feature before asking a new question. If you are unable to find an answer,
feel free to post a new topic asking for help. Be sure to be descriptive when explaining
your problem! The more we know about what is happening, the faster we can provide
you with the answer you are looking for. Be sureto fill out the Support Request Template
with the information it asksfor.

In addition to the support forum on www.phpbb.com, we provide a Knowledge Base for
users to read and submit articles on common answers to questions. Our community has
taken alot of time in writing these articles, so be sure to check them out.

We provide realtime support in #phpBB on the popular Open Source IRC network,
Freenode. You can typically find someone from each of the teams in here, as well as
fellow users who are more than happy to help you out. Be sure to read the IRC rules
before joining the channel, as we have a few basic netiquette rules that we ask users to
follow. At any given time, there can be as many as 60 users, if not more in the channel,
so you are almost certain to find someone there to help you. However, it isimportant that
you read and follow the IRC rules as people may not answer you. An example of thisis
that oftentimes users come in to the channel and ask if anybody is around and then end
up leaving 30 seconds later before someone has the chance to answer. Instead, be sure
to ask your question and wait. As the saying goes, "don't ask to ask, just ask!"
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English is not your native language? Not a problem! We also provide an International
Support page with links to various websites that provide support in Espanol, Deutsch,
Francais, and more.

16
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Chapter 2. Upgrade Guide

Do you want to upgrade your phpBB2 forum to version 3.1? This chapter will tell and show you
how it is done.

1. Upgrading from 2.0to 3.1

In order to allow administrators of phpBB2 boards to use phpBB3 and all of its features.
There is a convertor packed with the default installation. The conversion framework is
flexible and allowsyou to convert other bulletin board systemsaswell. Read moreif you
need help with converting your board to phpBB3

The processisin the form of aPHP file, similar to the update file found in phpBB 2.0.x.
The file will take you through wizard-like screens until your phpBB is running 3.1.X.
Basic instructions and troubleshooting for doing this conversion are here.

Warning: Be sureto backup both the database and the files before attempting to upgrade.

2. Upgrading from 3.0to 3.1

Warning

Upgrading to phpBB 3.1 will render previously installed M ODifications and
styles unusable.

phpBB 3.1 is not compatible with 3.0 and most of the previous files will need to be
removed prior to upgrading to 3.1.

To upgrade, perform the following steps:

1. Ensure that your server meets the requirements for running phpBB 3.1: Section 1
“Requirements’

2. Make a backup of theoriginal files

3. Make a backup of the database

4. Download the phpBB 3.1 Full Package archive

5. Extract the contents of the archive to your computer and open the phpBB3 directory

6. Delete the following files from the package:
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The config.php file

The images/ directory

Thefiles/ directory

The store/ directory
7. Onyour website, delete al files from your board EXCEPT for:
» The config.php file
» Theimages/ directory
» Thefiled directory
» The store/ directory
8. Upload the contents of the phpBB3 directory from your computer to your forum's
directory. You may be prompted to overwrite the remaining files. If prompted to

merge or overwrite directories, choose to merge them.

9. Using your web browser, visit install/database_update.php in your board's root. (e.g.
http://www.example.com/yourforum/install/database _update.php)

* For large boards, you may wish to update via the command line. From your
board's root, execute the following command: php ./ bi n/ phpbbcli . php
db: mi grate --safe-node

10.Delete the install/ directory

Note

Ensure that the root level .htaccess file isincluded in the upload. Some FTP
clients do not show files whose names start with a period and you may need
to enable the display of hidden files.

Note

If your board made use of language packs other than British English, you will
need to download a version that is compatible with phpBB 3.1 from https://
www.phpbb.com/languages/
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| mportant

When uploading the 3.1 files to your server, do NOT overwrite your
config.php.

| mportant

When backing up your files, ensure that your FTP client is in binary mode
or transfers files without extensionsin binary mode.

For more information, see: Knowledge Base: Transferring attachment files
with Filezilla

3. Upgrading from any board software
to phpBB3

In order to allow administrators of phpBB2 boards to use phpBB3 and all of itsfeatures.
There is a convertor packed with the default installation. The conversion framework is
flexible and allowsyou to convert other bulletin board systemsaswell. Read moreif you
need help with converting your board to phpBB3

Note

The convertor will not harm the database of the board software you are
converting from. In case of a problem, your old board software will still be
fully operational.

3.1. Requirements

In order for the conversion to be smooth as possible, check and prepare these items. Y ou
will need them to perform a succesful conversion.

* An instalation of phpBB3 has to be present on your server. See Section 1
“Requirements’ for more information on how to install phpBB3.

* Prepare the connection details to the database where the old board was stored. If you
are unsure, you can find these details in the config file.

* Make sure the old forum is still installed on your server alongside the phpBB3
installations. The files of the old board should be kept as is, some of them will be
transferred to phpBB3 (e.g. avatars, attachments, smilies or ranks).
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» The files and database need to be on the same server as the phpBB3 installation and
the files need to be in the same domain. If you are using subdomains, the files need
to be in the same subdomain.

3.2. Preliminary steps

phpBB3 needs to be installed. Once phpBB3 is installed, do not delete the i nst al |
directory if you will be converting immediately. If you will be testing and setting up
your phpBB3 board prior to the conversion and converting at a later time, rename the
i nst al | directory to something like _install. Thiswill allow you to use your phpBB3
board. Y ou will be needing the install directory later for the conversion.

Y ou will need specific convertor files for the board software you are converting from.
The phpBB2 specific convertor files are included with the phpBB3 installation files.
For other board softwares, you will need to get the convertor files from the appropriate
phpBB3 convertor topic. These topics can be found in the [3.1.x] Convertors forum on
phpBB.com

For converting from phpBB2, you only need to point your browser to
{phpBB3_root_directory}/install/index.php, click the Convert tab and follow the
instructions. For other board softwares, you will need to upload the convertor files to
the appropriate directories. The convertor files you get will consist of two or three
files, convert_xxx.php, functions_xxx.php and, optionally, auth_xxx.php. The xxx will
generally be the name of the software you are converting from.

3.3. Conversion steps

1. Install phpBB3. The old message board and the phpBB3 board need to be installed
on the same server.

2. If you are converting from a board other than phpBB2, upload the convertor files
which you downloaded from the appropriate topic in the [3.1.x] Convertors forum.

3. Point your browser to {phpbb_root_directory}/install/index.php, click the Convert
tab and select the appropriate convertor from the list of available convertors.

4. Next you will be asked for database information. The database information you are
being asked for, isfor the database that holds the tables for the board software you are
converting from. Y ou will be presented with an option for Refresh page to continue
conversion The default is set to Yes. Normally, you will want to leave it at Yes. The
No option is mainly for test purposes.

5. After entering the database information and pressing the Begin conversion button, the
convertor will verify that you have entered the correct information. If the information
is confirmed, you will have another Begin Conversion button.

20


https://www.phpbb.com/community/viewforum.php?f=486
https://www.phpbb.com/community/viewforum.php?f=486

Upgrade Guide

. After you click the Begin Conversion button, the convertor will check the convertor
files. If everything isokay, you will be presented with a Continue Conversion button.

. The convertor will now proceed to convert your old board. Pages will be displayed
informing you about the progress of the conversion.

. When the convertor isfinished, you will see a message that the Search Index has not
been converted. You must go into the Administration Control Panel and build the
Search Index. In the ACP, click the Maintenance tab and select Search Index from
the submenu. The default search backend index is Fulltext native and will be marked
active. Thisis normally the index that you want to use to create your search index.
For more information about search indexing, see Section 9.3, “ Search Indexing”

. You should now check your phpBB3 board for proper operation, that permissions are
set correctly and forums & posts are displaying correctly. Also make sure files got
copied from the old location, for example avatars and smilies and attachments (if you
have them.)
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Chapter 3. Administration Guide

This chapter describes the phpBB 3.1 admin controls.

1. The Administration Control Panel

Even more so than its predecessor, phpBB 3.1 "Ascraeus’ is highly configurable. You
cantune, adjust, or turn off almost all features. To makethisload of settingsasaccessible
as possible, we redesigned the Administration Control Panel (ACP) completely.

Click on the Administration Control Panel link on the bottom of the default forum style
to visit the ACP.

The ACP has seven different sections by default with each containing a number of
subsections. We will discuss each section in this Admin Guide.

Figure 3.1. Administration Control Panel I ndex
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The Administration Control Panel Index, the home of managing your phpBB board. Administration

functions are grouped into eight different categories: General, Forums, Posting, Users and Groups,

Permissions, Styles, Maintenance, and System. Each category is atab located at the top of the page.
Specific functions of the category you're in can be found in the left-hand sidebar of each page.
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2. General Configuration and Front
Page

The General section isthefirst screen you see each timeyou log into the ACP. It contains
some basic statistics and information about your forum. It also has a subsection called
Quick Access. It provides quick access to some of the admin pages that are frequently
used, like User Management or Moderator Logs. We will discuss its items later in their
specific sections.

We will concentrate on the other three subsections: Board Configuration, Client
Communication, and Server Configuration.

2.1. Board Configuration

2.1.1.

2.1.2.

This subsection contains items to adjust the overall features and settings of the forum.

Attachment Settings

One of the many features in phpBB 3.1 is Attachments. Attachments are files that
can be attached to posts, like e-mail attachments. Certain restrictions, set by the board
administrator, control what users can attach. You can set these restrictions via the
Attachment Settings page.

For more information, see the section on configuring your board's attachment settings.

Board Settings

The Board Settings allow you to change many settings that govern your board. These
settings include important things such as the name of your forum! There are two main
groups of board settings: the general Board Settings, and Warnings settings.

Board Settings

» Thevery first board setting you can edit is perhaps the most important setting of them
all: the name of your board. Your users identify your board with this name. Put the
name of your site into the Site Name text field and it will be shown on the header of
the default style; it will be the prefix to the window title of your browser.

» The Site Description is the slogan or tagline of your forum. It will appear below the
Site Name on the default style's header.

* You can aso use the Main website URL and Main website text fields to add alink to
your home page in the breadcrumbs. The board's logo will also use thislink.
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2.1.3.

If you need to close your whole forum to do maintenance work, for instance, you can
doit by using the Disable Board switch. To temporarily disable your board, selectY es.
Thiswill keep any members of your forum who are not administrators or moderators
from accessing your board. They will either see adefault messageinstead of the forum,
or a message that you create. You can add your own custom message that will be
displayed when your board is disabled in the text box below the Disable board radio
buttons. Administrators and moderators will still be able to browse forums and use
their specific control panels when the board is disabled.

You also need to set the Default Language of your board. This is the language
that guests will see when they visit your board. You can allow registered users to
choose other languages. By default, the only language installed is English [GB], but
you can download more languages on the phpBB website and install them on your
board. Find out more about working with languages in the section on L anguage Pack

configuration.

Y ou can also configure your board's default date format. phpBB3 has afew basic date
formatsthat you can set your board to use; if these are not sufficient and you would like
to customise your board's date format, choose Custom from the Date format selection
menu. Then, in the text box besidesit, type in the format you would like to use. This
is the same as the PHP date() function.

Along with setting your board's default date format, you can aso set your board's
preferred timezone. The timezones available in the System timezone selection menu
areall based onrelative UTC (for most intents and purposes, itisGMT, or Greenwich
Mean Time) times.

You can also set your board's default style. The board will appear to your guests
and members in the Default Style. In the standard phpBB installation, two styles are
available: prosilver and subsilver2. Y ou can either allow usersto select another style
than the default by selecting Nointhe Override User Style setting or disallow it. Please
visit the styles section to find out how to add new styles and where to find some.

Warnings

* Moderators can send warnings to users that break the forum rules. The value of

Warning Duration defines the number of days awarning is valid until it expires. All
positive integers are valid values. For more about warnings, please read Section 5
“The Moderator Control Panel (MCP)”.

Board Features

Through the Board Features section, you can enable or disable severa features board-
wide. Note that any feature you disable here will not be available on your forum, even
if you give your users permissions to use them.
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2.1.4.

2.1.5.

The Load Settings section alowsyou to disable some features which are computational ly
expensive if you are on shared or restricted hosting.

Avatar Settings

Avatars are generally small, unique images a user can associate with themselves.
Depending on the style, they are usually displayed below the user name when viewing
topics. Here you can determine how users can define their avatars.

There are several ways a user can add an avatar to their profile. The first way is
through Gravatar. If this feature is enabled, users can choose to have the board load the
Gravatar.com image associated with their email address.

The second way is through an avatar galery you provide. Note that there is no avatar
galery available in adefault phpBB installation. The Avatar Gallery Path is the path to
the gallery images. The default path is images/avatars/gallery. The gallery folder does
not exist in the default installation so you have to add it manually if you want to useit.

Theimagesyou want to usefor your gallery need to bein afolder inside the gallery path.
Images directly in the gallery path won't be recognised.

Thethird approach to avatarsisthrough Remote Avatars. These are simply images|linked
from another website. Y our members can add alink to the image they want to use on the
edit avatars page of their profile. To give you some control over the size of the avatars
you can define the minimum and maximum size of the images. The disadvantage of
Remote Avatarsis that you are not able to control the file size.

The fourth approach to avatarsis through Avatar Uploading. Y our members can upload
an image from their local system which will be stored on your server. They will be
uploaded into the Avatar Storage Path you can define. The default path isimages/avatars/
upload and does already exist after installation. Y ou have to make sure that it is server-
writable. Thefile format of the images has to be either gif, jpeg, or png, and the avatars
will be automatically checked for their file and image size after the upload. You can
adjust the Maximum Avatar File Size and images that are bigger than the allowed value
will be discarded.

Avatars can also be uploaded through Remote Uploading which allows users to provide

a URL to an image and have it downloaded to the board for use as their avatar. This
allows you to keep the avatars locally instead of having external links to image hosts.

Private Messaging

Private Messages are a way for registered members to communicate privately through
your board without the need to fall back to e-mail or instant messaging.
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Y ou can disablethisfeature with the Private M essaging setting. Thiswill keep thefeature
turned off for the whole board. Y ou can disable private messages for selected users or
groups with Permissions. Please see the Permissions section for more information.

Ascraeus allows users to create own personal folders to organise Private Messages. The
Maximum private message folders setting defines the number of message folders they
can create. The default value is 4. Y ou can disable the feature with setting value to 0.

Max Private Messages Per Box sets the number of Private Messages each folder can
contain. The default value is 50, Set it to 0 to allow unlimited messages per folder.

If you limit the number of messages users can storein their folders, you need to define a
default action that is taken once afolder isfull. This can be changed in the "Full Folder
Default Action” list. The oldest message gets deleted or the new message will be held
back until the folder has place for it. Note that users will be able to choose this for
themselvesin their PM options and this setting only changes the default value they face.
Thiswill not override the action a user chosen.

When sending a private message, it is still possible to edit the message until the recipient
reads it. After a sent private message has been read, editing the message is no longer
possible. To limit the time a message can be edited before the recipient reads it, you
can set the Limit Editing Time. The default value is 0, which allows editing until the
message is read. Note that you can disallow users or groups to edit Private Messages
after sending through Permissions. If the permission to edit messages is denied, it will
override this setting.

The General Options allow you to further define the functionality of Private Messages
on your board.

* Allow Mass PMs. enables the sending of Private Messages to multiple recipients.
This feature is enabled by default. Disabling it will also disallow sending of Private

Messages to groups.

Tip

Seethe Groups section for information on how to enable the ability to send
amessage to awhole group.

» By default, BBCode and Smilies are allowed in Private M essages.

Tip

Evenif enabled, you can still disallow users or groups to use BBCode and
Smiliesin Private Messages through Permissions.
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* We don't alow attachments by default. Further settings for attachments in Private

Messages are in the Attachment Settings. There you can define the number of
attachments per message for instance.

2.1.6. Spambot Countermeasures

phpBB 3.1 uses a plugin system to allow easy switching between different spambot
countermeasures. Available plugins are automatically loaded from the includes/captchal
plugins directory in your installation.

phpBB shipswith these pluginsinstalled:

GD 3D image: agraphical CAPTCHA using 3D characters on awave.
GD image: agraphical CAPTCHA, using floating 3D characters.
Simple image: asimple 2D CAPTCHA that should work in any configuration.

reCaptcha: The reCaptcha service. You have to sign up for reCaptcha before being
ableto use this plugin.

Q&A: configurable questions and answers.

Note

CAPTCHA or "Completely Automated Public Turing Test To Tell
Computers and Humans Apart" isaterm for riddles that are supposedly easy
for humans but hard for computers.

The page is split into two areas, the top area, "General Options’, contains settings
concerning where to use spambot countermeasures. The other area concerns itself with
the selection, configuration and demonstration of the plugins.
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Figure 3.2. Spambot Counter measures
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The spambot countermeasure plugin selection ACP page.

Tip

Check the MOD database for new existing plugins.

How to select a plugin

* Click the"Installed plugins' dropdown and select the module you want to use. Do not
let grayed out entries stop you, they only mean that you have to perform another step.
If your intended module is not in the list, check whether the files are present in the
plugin directory.
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2.1.7.

» Click the "Configure" button to see the module's ACP page. Many plugins need
configuration prior to use. Note that plugins without configuration options will not
show the button.

» Configure the plugin to meet your needs.

» After configuring the plugin, re-select your intended plugin from the dropdown. It
shold not be grayed out any more.

 Click "Submit".

Congratulations, you' re done.

Contact Page Settings

The contact page allows users to email the board administratorsif they are experiencing
problems with the site. Thisformisvisible to all users, including guests.

Y ou can enable or disable this feature, as well as set the message that you would like
users to see when they visit the page. The message can contain BBcodes, smilies, and
links, but not raw HTML.

2.2. Client communication

2.2.1.

Other than its own authentication system, phpBB3 supports other client communications.
phpBB3 supports authentication plugins (by default, the Apache, native DB, LDAP, and
OAuuth plugins), email, and Jabber. Here, you can configure all of these communication
methods. The following are subsections describing each client communication method.

Authentication

phpBB3 offers support for authentication via plugins. By default, the Apache, DB,
LDAP, and OAuth plugins are supported. Before switching from phpBB's native
authentication system (the DB method) to one of these systems, you must make sure that
your server supportsit.

After choosing the authentication method from the dropdwon menu, fill out any fields
which appear to finalize configuration.

Apache Authentication

» There are no specific configuration items for this method. You will need to set
up authentication in Apache so that your users will be able to access the board.
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The following documentation can help you set that up: Apache: Authentication and
Authorization.

DB Authentication

» Thisisthe default authentication method and is configured in config.php.

L DAP Authentication
o LDAP sarver name: Thisisthe name or |P address of the LDAP server.

* LDAPuser: phpBB will connect to the LDAP server asthis specified user. If you want
to use anonymous access, leave this value blank.

» LDAP password: The password for the LDAP user specified above. If you are using
anonymous access, leave this blank.
I mportant

This password will be stored as plain text in the database; it will bevisible
to everybody who can access your database.

* LDAP base dn: The distinguished name, which locates the user information.
* LDAP uid: The key under which phpBB will search for a given login identity.

» LDAPemail attribute: thisto the name of your user entry email attribute (if one exists)
in order to automatically set the email address for new users. If you leave this empty,
users who login to your board for the first time will have an empty email address.

OAuth Authentication

» OAuthrequiresakey and asecret. These are provided to you from the OAuth provider.
Each provider may have adifferent name for the key and secret

« Bitly: Your token information can befound here: https.//bitly.com/a/cauth_apps. Y our
key isthe Client ID and your secret is the Client Secret.

» Facebook: You will need to create an application on Facebook to obtain your token
information. The App ID isyour key and the App Secret is your secret.

» Google: Visit the Google Developers Console to create a new OAuth Client ID. You
can find it on the left side under "APIs and auth --> Credentials'. Your Client 1D will
serve as the key and your Client Secret will serve as the secret. Additionally, you
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will need to create a"Consent screen” in the Devel opers Console as well. Specify the
following Request URIs when you set up your client ID on the Google Developers
Console:

 http://{your_board URL}/ucp.php?
mode=Ilogin& login=external & oauth service=google

* http:/{your_board URL}/ucp.php?
i=ucp_auth_link& mode=auth_link& link=1& oauth_service=google

Thelink ID may be different from your board. If it is, youwill receive an error when
attempting to link an account. Change the "1" to the number found in the request
URI error that Google gives you.

2.2.2. Email settings

phpBB3 is capable of sending out emails to your users. Here, you can configure the
information that is used when your board sends out these emails. phpBB3 can send out
emails by using either the native, PHP-based email service, or a specified SVITP server.
If you are not sure if you have an SMTP server available, use the native emalil service.
Y ou will have to ask your hoster for further details. Once you are done configuring the
email settings, click Submit.

Note

Please ensure the email address you specify is valid, as any bounced or
undeliverable messages will likely be sent to that address.

General Settings

Enable board-wide emails: If thisis set to disabled, no emailswill be sent by the board
at all.

Users send email via board:: If thisis set to enabled, a form allowing users to send
emails to each other viathe board will be displayed, rather than an email address.

Email function name: If you are using the native, PHP-based email service, thisshould
be the name of the email function. Thisis most likely going to be "mail".

Email package size: Thisisthe number of emailsthat can be sent in one package. This
isuseful for when you want to send mass emails, and you have alarge amount of users.

Contact email address. This is the address that your board's email feedback will be
sent to. Thisisalso the addressthat will populate the"From" and "Reply-to" addresses
in all emails sent by your board.
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* Return email address: This is the return address that will be put on al emails as
the technical contact email address. It will always populate the "Return-Path" and
"Sender" addressesin al emails sent by your board.

» Email signature: Thistext will be attached at the end of all emails sent by your board.

» Hideemall addresses:. If you want to keep email addresses completely private, set this
valueto Yes.

SMTP Settings

» Use SMTP server for email: Select Yesif you want your board to send emailsviaan
SMTP server. If you are not sure that you have an SMTP server available for use, set
thisto No; thiswill make your board use the native, PHP-based email service, which
in most cases is the safest available option.

e SMTP server address; The address of the SMTP server.

* SMTP server port: The port that the SMTP server islocated on. In most cases, SMTP
servers are located on port 25; do not change this value if you are unsure about this.

» Authentication method for SMTP: This is the authentication method that your board
will use when connecting to the specified SMTP server. Thisonly appliesif an SMTP
username and password are set, and required by the server. The available methods
arePLAIN, LOGIN, CRAM-MD5, DIGEST-MD5, and POP-BEFORE-SMTP. If you
are unsure about which authentication method you must use, ask your hoster for more
information.

* SMTP username: The username that phpBB will use when connecting to the specified
SMTP server. You should only fill thisin if the SMTP server requiresit.

* SMTP password: The password for the above specified username that phpBB will
use when connecting to the specified SMTP server. Y ou should only fill thisin if the
SMTP server requiresiit.

| mportant

This password will be stored as plain text in the database, visible
to everybody who can access your database or who can view this
configuration page.

2.2.3. Jabber settings

phpBB3 aso has the ability to communicate messages to users via Jabber, your board
can be configured to board notifications via Jabber. Here, you can enable and control
exactly how your board will use Jabber for communication.
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Note

Some Jabber servers include gateways or transports which alow you to
contact users on other networks. Not all servers offer all transports and
changesin protocols can prevent transports from operating. Note that it may
take several secondsto update Jabber account details, so do not stop the script
until it has finished!

Jabber settings

Enable Jabber: Set thisto Enabled if you want to enablethe use of Jabber for messaging
and notifications.

Jabber server: The Jabber server that your board will use. For alist of public servers,
see jabber.org's list of open, public servers.

Jabber port: The port that the Jabber server specified above islocated on. Port 5222 is
the most common port; if you are unsure about this, leave this value alone.

Jabber username or JID: The Jabber username or a complete Jabber 1D (looks like
an e-mail address) that your board will use when connecting to the specified Jabber
server. You must specify an already registered account.

Jabber password: The password for the Jabber username specified above. If the Jabber
usernameisunregistered, phpBB3 will attempt to register the above Jabber username,
with this specified value as the password.

| mportant

This password will be stored as plain text in the database, visible
to everybody who can access your database or who can view this
configuration page.

» Jabber package size: Thisisthe number of messages that can be sent in one package.

If thisis set to "0", messages will be sent immediately and is will not be queued for
later sending.

2.3. Server configuration

As an administrator of a board, being able to fine-tune the settings that your phpBB
board uses for the server is a must. Configuring your board's server settings is very
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2.3.1.

easy. There are five main categories of server settings:. Cookie settings, Server settings,
Security settings, Load settings, and Search settings. Properly configuring these settings
will help your board not only function, but also work efficiently and as intended. The
following subsectionswill outline each server configuration category. Onceyou aredone
with updating settings in each setting, remember to click Submit to apply your changes.

Cookie settings

Your board uses cookies al the time. Cookies can store information and data; for
example, cookies are what enable users to automatically login to the board when they
visit it. The settings on this page define the data used to send cookies to your users
browsers.

Warning

When editing your board's cookie settings, do so with caution. Incorrect
settings can cause such consequences as preventing your users from logging
in.

To edit your board's cookie settings, locate the Cookie Settings form. The following are
four settings you may edit:

Cookie Settings

» Cookie domain: Thisisthe domain that your board runs on. Do not include the path
that phpBB isinstalled in; only the domain itself isimportant here.

» Cookie name: Thisisthe name that will be assigned to the cookie when it is sent to
your users browsers and stored. This should be a unique cookie name that will not
conflict with any other cookies.

» Cookie path: Thisisthe path that the cookie will apply to. In most cases, this should
be left as"/", so that the cookie can be accessible across your site. If for some reason
you must restrict the cookie to the path that your board is installed in, set the value
to the path of your board.

» Cookiesecure: If your boardisonly accessibleviaSSL, set thisto Enabled. If theboard
is not accessible only via SSL, then leave this value set to Disabled, otherwise server
errors will result during redirections and users may experience difficulties remaining
logged in.

When you are done editing your board's server settings, click Submit to submit your
changes.
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2.3.2. Server settings

On this page, you can define server and domain-dependent settings. There are three main
categories of server settings. Server Settings, Path Settings, and Server URL Settings.
The following describes each server settings category and the corresponding settingsin
more detail. When you are done configuring your board's server settings, click Submit
to submit your changes.

Warning

When editing your board's server settings, do so with caution. Incorrect
Settings can cause such consequences as emails being sent out with incorrect
links and/or information, or even the board being inaccessible.

The Server Settings form allows you to set some settings that phpBB will use on the
server level:

Server Settings

» Enable GZip Compression: Setting this value will enable GZip compression on your
server. This means that all content generated by the server will be compressed before
it is sent to users browsers, if the users' browsers support it. Though this can reduce
network traffic/bandwidth used, this will aso increase the server and CPU load, on
both the user's and server's sides.

* Run periodic tasksfrom system cron: When off, phpBB will arrange for periodic tasks
to be run automatically when usersvisit the board. When on, phpBB will not schedule
any periodic tasks by itself; a system administrator must arrange for bin/phpbbcli.php
cron:runto berun by the system cronfacility at regular intervals(e.g. every 5 minutes).

Next, the Path Settings form allows you to set the various paths that phpBB uses for
certain board content. For default installations, the default settings should be sufficient.
The following are the four values that you can set:

Path Settings

» Enable URL Rewriting: When enabled, URLSs containing "app.php" will be rewritten
to removethefilename (i.e. app.php/foo will become/foo). Thiswill generally only be
seen if you install extensions. Thisfeatureis currently limited to Apache web servers
with mod_rewrite enabled.

» Smiliesstorage path: Thisisthe path to the directory, relativeto the directory that your
board isinstalled in, that your smilies are loc